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Pirated software becoming a national threat: Cybercrime report
It's often said that the use of products infected with malware (a form of computer virus) can cause substantial productivity losses to manufacturers, businesses, and pose security risks and threats to the critical infrastructure of the government.

But according to a report on cyber crime by Truth Labs, 65 per cent of samples are found to have more than one category of malware - which can bring down an entire network and misused by hackers to create bots that can attack large networks including SCADA systems protecting national resources such as power grids and satellite communications.

These identified malware are controlled by hackers followed by backdoors and keyloggers which pose a threat to user privacy.

Areas such as remote access, remote code execution and attacks by trojans and worms face risk.

Truth Labs, India's first independent forensic science lab, has come out with an explosive report claiming that software products used by individuals and authorities in its systems, networks, computers and laptops are mostly pirated and counterfeits which have the capability to breach into information, communication and network security that can lead to multi-dimenstional risks and threats to public safety and national security.

The detailed vulnerability study titled, 'Piracy and Counterfeit Software: Emerging Risks and Threats to Public Safety and National Security', and launched by Truth Labs, tested 230 samples consisting of 174 in DVDs and 56 as pre-installed products on laptops. The report was commissioned by Microsoft India.

Gandhi Kaza, founder-chairman of Truth Labs, said, "We are concerned about security risks and threats to critical infrastructure of the government that has been on the radar of cyber criminals".

Planned by Microsoft India, the research was commissioned to demonstrate the connection between cyber security, malware and piracy around the world.

"Cyber criminals exploit every opportunity to make easy profit by inserting malware onto pirated software which threatens consumers, businesses and governments", said Vipin Aggarwal, senior attorney and director IP, Microsoft.

The threats include stealing of confidential data such as internet banking details, usernames, passwords, and credit card details leading to a huge monetary loss to the end-user, besides making the installed system continuously vulnerable to cyber attacks.

Interestingly, according to the study, Microsoft products being the most widely used software are also the most pirated ones.

The research found that indirect security threats also include users or organisations unknowingly becoming part of a larger nexus of anti-social elements funding and supporting illegal activities such as organised crime, money laundering, drug trafficking, cyber terrorism and other related risks and vulnerabilities.

